KnoxNet Guide: Setup & Offline Note Transfer

This guide walks you through setting up your KnoxNet Vault and using it end-to-end. It covers
vault creation, recovery phrase verification, minting offline notes, and sending notes between
devices over Bluetooth, no internet involved.

Step 1: Install the downloaded APK file and open the app

O

Private Value.

Without the Internet.

Transfer locally. Reconcile securely. Reveal nothing

unnecessary.

End-to-end encrypted transfers
Offline-first architecture
Zero-knowledge proofs

No tracking, no surveillance

Create Vault

Restore Vault

& Bank-grade encryption




Step 2: Enter a 6-digit PIN.

Create PIN

6-digit security PIN




Step 3: Re-enter the PIN to confirm.

Confirm PIN

6-digit security PIN




Step 4: Tap on “Generate Secure Vault”

Enable Biometric

Use fingerprint to continue

Use biometrics

Generate Secure Vault

Security note:
Your vault keys are generated and stored locally on this

device.




Step 5: Click “Tap to Reveal” to view your recovery phrase.

©

Backup Your Vault

Write down these 24 words in order. This is the

ONLY way to recover your vault.

Never Share Your Recovery Phrase

Anyone with these words can acc your vault.

KnoxNet will never ask for your recovery phrase.

®© Tap to Reveal




5. pizza

7. favorite

pluck

recycle

reopen

rotate . disorder

cannon

Copy Disabled for Security

I've Written It Down

You'll need to verify 3 random words next to ensure you've

saved them correctly.




Step 6: Enter the requested word from the phrase for verification

Verify Recovery Phrase

Enter word #7

Progress
D

Enter this word...

Word #7

Type the word here...

After successful verification, your Vault setup is complete



Step 7: Now you are on the home page.

835 @

KnoxNet

Welcome back

X Offline

Total Balance

S0.00

@® 0.00% today

BALANCE BREAKDOWN

Escrowed

$0.00

Offline Available

Pending Reconciliation

$0.00

QUICK ACTIONS

€3

Settings




Step 8: After login, you'll land on the Home Page.

835 @

Pending Reconciliation

$0.00

QUICK ACTIONS

&

Reconcile

RECENT ACTIVITY

Offline Transfer
0x742d...9a3f

® Pending

Reconciled Batch
Batch #127 (3 txns)

® Confirmed

Fraud Alert

Scroll down to the Quick Actions section

K

Receive

05
Mint Offline Value

View All

$0.00

2h ago

Double-spend detected

@ <

Send

Home

O %3

Settings



Step 9: Now click on “Mint Offline Notes”

QUICK ACTIONS

K

Receive

g, ®)

Reconcile Mint Offline Value




Step 10: Enter any amount of your choice and select in what denominations to split the value.
You can also simply choose auto-split mode. [In this test mode, every user will get $10,000 as
balance]

10:53

< Mint Offline Notes

Amount

$ 500

Available: $10,000

Split & denomination

Auto

face value (

Auto $50 §100  $500

$1000

.<(F Auto-split suggestion (reference)
$500 - [500]

Suggested: 1 note using common denominations

Preview below matches this suggestion.

PREVIEW

Notes to Generate Total Value

1 $500

Breakdown:

[500]

N Cmmiic AEO NIl

@ < 8

Home Send Settings




Step 11: Now click on the “Generate Notes” button.

10:53

Split & denomination

face value (any remainder becomes one extra note).

Auto $10 850 $100 EEEEY

$1000

# Auto-split suggestion (reference)
$500 - [500]

Suggested: 1 note using common denominations

Preview below uses $100 per note (plus one
remainder note if the amount is not an exact multiple).

PREVIEW

Notes to Generate Total Value

5 $500

Breakdown:

[100, 100, 100, 100, 100]

(i) Secure Offline Value

Offline value is escrow-backed and bounded by

ssuance caps.

®y Generate Notes

@ &3

Home Settings




Step 12: Notes are minted successfully.

< Notes minted

©

Notes Minted!

Your offline notes are ready to use

Amount Minted

S500 KNX

Minted as

[100, 100, 100, 100, 100]

Total Notes:

View in Vault

Mint More Notes

@ < O %3

Home Send Vault Queue Settings




Step 13: You can see the minted notes in your vault.
10:54

Vault

Total Notes Total Value Available

5 $500

= Individual Notes 88 Aggregated View

Q

All Unused Spent Pending

$1 00 denomination ® Unused

Note 5af0Ob7ac

(© Expiry: _
Created: 4/17/2026

$1 00 denomination ® Unused

Note 3d5ad526

© Expiry: -
Created: 4/17/2026

$1 00 denomination ® Unused

Note fa147e8e

@ < O 3

Send Vault Queue Settings




Step 14: Go back to the quick actions menu (step 8) on the home screen. Tap on Send to

initiate a transfer.

835 @

Pending Reconciliation

$0.00

QUICK ACTIONS

o

Reconcile

RECENT ACTIVITY

Offline Transfer
0x742d...9a3f

@ Pending

Reconciled Batch
Batch #127 (3 txns)

@® Confirmed

Fraud Alert

Double-spend detected

@ <

Home Send Vault

"4

Receive

00
Mint Offline Value

View All »

$0.00

2h ago

O €3

Queue Settings




Step 15: On Sender Device,

1. Navigate to the Send section.
2. Tap Scan Nearby Bluetooth.

835 @

< Send

Transfer Method

3 #

QR Scan Bluetooth \VETIVET

3

Bluetooth
Pair devices in system Bluetooth settings, then

scan.

Scan nearby Bluetooth

Offline note

Mint offline notes in Vault to send over Bluetooth.

Devices

No devices yet. Scan to find nearby hardware.

Amount

@ < O €3

Home Send Vault Queue Settings




Step 16: Select the recipient device from the list. (You will see the receiver phone’s Bluetooth
name, configured in their Bluetooth settings)

8:37 all = &

IVIINT OTTIINE NOTES IN vaultl 10 sena over siuetootn.

Devices

® 4A:08:40:03:C8:50

® 2C:1B:3A:40:7F.6D Selected

Amount

$ 100

Available: $10,000.00

Memo (Optional)

Execute Local Transfer

@ < O 3

Home Send Vault Queue S




Step 17: On the Recipient Device,

1. Ensure Bluetooth is ON. Also, make sure the device is discoverable from Bluetooth
settings.
2. Stay within range of the sender device.

< Receive

4 Ready to Receive

Ready to receive offline payment.

Scan to receive KnoxNet value
Offline-enabled

Offline Payment Methods

» 3

NFC Bluetooth

Coming soon Tap to enable

Your Address

@ < O 3

Home Send Vault Queue Settings




Step 18: Back on Sender Device,

Select the Note to transfer

Tap Execute Local Transfer.

The transfer will be initiated via Bluetooth connection.
The receiver will receive the note.

o=

8:37 al = 6

VIINT OTTIINE NOTES IN vault 10 sena over siuetootn.

Devices

® 4A:08:40:03:C8:50

® 2C:1B:3A:40:7F.6D Selected

Amount

$ 100

Available: $10,000.00

Memo (Optional)

Execute Local Transfer

@ < O €3

Home Send Vault Queue Settings




Important Notes & Disclaimers

1. On the receiver’s phone, make sure Bluetooth is ON and discoverable. On some
devices, Bluetooth becomes discoverable only when the settings screen is open.
If you don’t see the receiver’s device in the send screen, ask them to open Bluetooth
settings, then tap “Scan Nearby Bluetooth” again.
Once the device appears, select it. Now make sure the receiver has the KnoxNet app
open and Listening is ON, before executing the transfer.

2. All values, notes, and balances shown in this version of the app are test money, not real
funds.



